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Phishing Simulation:
Sample Lures

TitanHQ'’s specialized phishing simulation emails —lures— are uniquely designed to protect your
organization against ever increasing cyber threats. By leveraging our comprehensive set of carefully
created lures in a phishing simulation, you can raise awareness, build resilience, and help users mitigate
against the risk of falling victim to a phishing attack.

Every TitanHQ lure is tailored to a specific phishing threat category. Read on for a brief description and
sample lure for each category.

LastPass Confirm Action

Threat Category: ‘ .
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LastPass Confirm Action

This threat category mimics
urgent requests to verify account
details or renew subscriptions and
are often used by attackers to
elicit sensitive information. These
lures enable employees to identify
common indicators of fraudulent :
emails and respond appropriately e

to safeguard their accounts and

personal information. e

1P address of the person who requested this emaik 87.198.168.148

Threat Category:

Estimate from Heres Your Invoice (0064)

Lures containing counterfeit
SR invoices or fraudulent payment
- requests are designed to

trick recipients into making
unauthorized payments or
revealing financial details. With
P payral these lures, employees learn to
scrutinize invoice details, verify
sender authenticity, and confirm
payment requests through
trusted channels, minimizing
the risk of financial fraud.

Here's your estimate

Seller note to customer
Thank you for Business. Any Queries Contact US @ +1(888) 870-4319
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DHL - Failed delivery
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Threat Category: o
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Shipment tracking and delivery
notifications are often exploited
by phishing attackers to lure
recipients into clicking malicious
links or downloading malware.
This category of lure helps
employees learn how to verify
the authenticity of shipping
notifications, cross-reference
tracking numbers, and exercise
caution when interacting with
unfamiliar delivery-related emails.

Valued Customer,

DHL Expre
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DISPATCH DEPARTMENT

owide

Inv Date
Friday, April 5 at 1:24 pm

‘Your package, was unable to be delivered due to incorrect delivery address.

Kindly proceed below to update your delivery address.

Claim Your Tax Refund Online
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To:

YIRS

We identified an error in the calculation of your tax from the last payment, amounting to $ 419. 95. In order for us to return the excess
payment. you need to create a e-Refund account after which the funds will be credited to your specified bank account.

Claim Your Tax Refund Online

Please click “Get Started” below to claim your refund:

Get Started

“ Reply > Forward

Threat Category:

Threat Category:

Lures in this category purport
to be from tax authorities

or government agencies,
falsely claiming owed taxes or
promising refunds in exchange
for personal information. These
lures help users to recognize
common characteristics of tax
scams, such as unsolicited
requests for sensitive data

or threats of legal action,

and report suspicious
communications promptly.

Emails that offer enticing employment opportunities, or attractive benefits, are often used to lure job seekers
into divulging personal or financial information. These simulation emails equip employees with the skills to
verify the legitimacy of job offers, research company backgrounds, and avoid falling victim to employment-

related scams.

New Employee Benefit Package 2023
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To:

Hello

acknowledgement of the handbook in section 4 immediately upon receipt of this notification

employees at
Sincerely,

HR Self-Service Portal, Human Resources Department
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Effective today Friday, April 5 at 1:24 pm ¢¥gaal, %&s has a new Employee Benefit Package. The policy is available for review below. Please review the changes and sign your

The purpose of this policy is to maintain a compensation philosophy that is competitive and financially responsible while supporting service delivery, recruitment and retention of
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Threat Category:

Lures promising free gift cards or rewards in exchange for participating in surveys, or providing personal
information, are commonly used by phishing attackers to harvest sensitive data. With these lures, employees
learn to distinguish between genuine promotional offers and deceptive schemes, minimizing the risk of identity
theft or financial exploitation.

Netflix knows rewards receive your currency90
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Please tell us about your.

Netflix

experiences and as a thank you.

you can select from several exclusive offer rewards!

Supply is extremely limited so act fast today!

Take Survey Now
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Threat Category:

Simulated notifications, or messages resembling legitimate social media alerts or internal communication
platforms, are often exploited by phishing attackers to distribute malware or initiate social engineering attacks.
These lures help employees to verify sender identities, scrutinize message content for suspicious links or
attachments, and exercise caution when engaging with online communications.

Your Page has been scheduled for deletion
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Hello |
Your Page has been scheduled for deletion because it goes against our Community Standards on Intellectual Property.
If you want to cancel the deletion of your page or retrieve any of the content or information you've added, please submit a report on link below

Otherwise, Facebook will start deleting your page in 2 days. After 4/5/24, you won't be able to access the account for any of the content you've added

facebook

Thanks

FacebookTeam
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About TitanHQ

° ™ TitanHQ offers a best-in-class SaaS Cybersecurity Platform delivering a layered security
A) TI tan H Q solution to prevent user vulnerability. Our MSP-centric platform enables our partners to
generate recurring revenue through the sale of our solutions to SMBs and to scale and
effectively manage their businesses.




